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In a national exchange platform for medical data, several security considerations have to be addressed. They mainly focus on data privacy and the protection of medical data against unauthorized access and misuse. Encryption of medical data ensures the confidentiality of the data, but this is only a part of the entire solution. To allow the search of medical data of patients, the platform additionally needs to store unencrypted meta data that describes the type of medical data and which gives some hints about the expectable content. These meta data in itself may contain sufficient information to draw conclusions about the medical state of a patient, that a protection of this data is also essential. As encryption will not be an option, another solution must be provided that makes the data worthless for possible attackers. The proposed solution for the national eHealth platform of Luxembourg foresees the de-identification of such data by the replacement of the demographic data by a pseudonym. The de-identification process is provided by a trusted third party which is organizational independent from the data providers and the platform maintainers. The concept of de-identification is a state-of-the-art concept that allows the protection of personal data already by design. For the eHealth platform this concept was extended by a sophisticated communication protocol that prevents at any time the data providers from knowledge of the pseudonym, the storage repository of the platform from knowledge of any demographic data, and the trusted third party from knowledge of medical data. It includes role-based access of the de-identification services and mechanisms to resolve problems which might arise from faulty determinations of pseudonyms. The de-identification concept is flexible enough to be reused in other contexts that also need the protection of private data.
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