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Current healthcare trends, especially influenced by integrated care, are moving towards Personal Electronic Health Record (PEHR) systems. In this context the main legal requirement in Germany is to implement an opt-in approach to consider the so called informed consent and to take patients rights into account. Based on the IHE profile Basic Patient Privacy Consent (BPPC) and literature, the functionalities and components to meet the requirements of a centralized opt-in consent management solution compliant with German legislation have been analyzed. Two services have been developed and integrated into the Heidelberg PEHR. The Consent Management Suite consists of two services. The Consent Management Service as centralized policy enforcement point can receive and store consent documents as well as process and answering queries. The Consent Creator Service allows patients to create their consents electronically. Interfaces to a Master Patient Index (MPI) and a provider index allow to dynamically generate XACML-based policies which are stored in a CDA document to be transferred to the first service. Three workflows could be identified integrating the suite into the PEHR: recording the consent, publishing documents and viewing documents. Our approach solves the consent issue when using IHE profiles for the PEHR. It is highly interoperable due to the use of international standards and can hence be used in any other setting to leverage consent issues and substantially promote the use of IHE for regional health information networks in general.
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